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This guide is going to cover the process of making accidental data breach at work
compensation claims. If you become the victim of a data breach at work, your
employer may be liable. And if this employee accidental data breach causes you
mental health problems, or financial loss, a claim may be possible.

Please note though, that your claim is going to be at least partially unique. Some
claims are similar, but no two are the same. Therefore, you might not find all of the
answers you are seeking in this short guide. We can only cover so much. If you do
have more questions, call [REDACTED] and speak to an advisor, they will provide the
answers. Or request a callback using our contact form.
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What Are Accidental Data Breach At Work Compensation Claims?



You could be able to make an accidental data breach at work compensation claim, if
your employer fails to keep your data safe. A data breach can be construed to have
happened, when your data is accidentally or unlawfully exposed. This could result in
accidental data loss, destruction of data, alteration or disclosure. If you can prove
that your employer was responsible for the data breach, a claim may be possible.

UK Data Protection Laws

Two main bodies of legislation protect your data in the UK. These are the UK take on
the General Data Protection Regulations (UK GDPR), and the Data Protection Act
2018 (DPA).

The Information Commissioner's Office (ICO) oversees compliance with these laws in
the UK. It is also the ICO that you would report a data breach to. How quickly should
a data breach be reported? You need to do so within three months.

Personal Information Which Employers May Have

Not all data is covered by data protection and privacy laws in the UK. Only your
special and personal data. We give some examples of each below.

® Personal data - details of your education and qualifications, work experience,
your National Insurance number or tax code, emergency contact details,
employment history with the organisation, information and details of any
disciplinary action. Additionally, your name, address, date of birth, email
address, or phone number. And financial data such as details of your credit
card, debit card or bank account.

® Special data - your race, genome data, religion, sexual preferences, trade union
memberships, political beliefs, etc.

If this type of data is exposed, it could become the basis of accidental data breach at
work compensation claims.

Why Do Accidental Data Breaches At Work?

Why do accidental data breaches occur? There are many reasons, such as human
error. For example, without proper workplace training, employees may not be aware


https://www.legislation.gov.uk/eur/2016/679/contents
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://ico.org.uk/about-the-ico/

of their data protection obligations. Below are some examples of how data can be
put at risk, and result in accidental data breach at work compensation claims.

Documents stating employment terms and conditions are left out on a desk, where

anyone can read them.

® The proceedings of a hearing for disciplinary action are discussed with an
employee who does not have the authority to know them.
e Your data is emailed to the wrong person, who is not authorised to have it.

® A lost or stolen device contained your data.
e A misdirected fax, sent to the wrong number, contained your data.

How Common Are Data Breaches At Work?

We referenced data from the ICO to make the table below. It shows the main causes

of non-cyber security data breaches for Q4 2022.

Data security incident trends Q4 2022

Alteration of personal data i

Data emailed to incorrect recipient

Data of wrong data subject shown in
client portal

Data posted or faxed to incorrect
recipient

Failure to redact

Failure to use bece
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Incorrect disposal of hardware

Incarrect disposal of paperwark
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Lossitheft of device containing
personal data
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insecure location
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Werbal disclosure of personal data
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https://ico.org.uk/action-weve-taken/data-security-incident-trends/

It could be possible to make accidental data breach at work compensation claims, if
you suffered mental harm or financial loss. However, you will need to prove that your
employer failed to meet regulatory requirements to protect your data.

If you want to find out if your claim could be valid, call and speak to one of our claims
advisors. They can help you further.

What Could You Claim For An Accidental Data Breach At Work?

The stress of trauma of dealing with a data breach, could result in psychological
injuries such as post-traumatic stress disorder. In 2015, the case Vidal-Hall and others
v Google Inc was heard at the Court of Appeal. The claimants received non-material

damages for mental harm, despite no monetary loss.

How much is a data breach claim worth? We can’t give an average data breach
payout, as all claims are different. But we can give the table below, with examples of
non-material damages for accidental data breach at work compensation claims. It is
based on the Judicial College guidelines that are used by the legal system to value

injuries.

You may also be able to claim for financial losses, such as loss of income, as material
damages. Please call and speak to our team to learn more about claiming for financial
loss caused by a data breach. Explain how you have lost out financially, and what
documented evidence you have to prove this loss, and one of our claim advisors will
be able to evaluate your claim for you.
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http://www.judiciary.uk/wp-content/uploads/2015/03/google-v-vidal-hall-judgment.pdf
http://www.judiciary.uk/wp-content/uploads/2015/03/google-v-vidal-hall-judgment.pdf
https://www.judiciary.uk/about-the-judiciary/training-support/judicial-college/
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The prognosis for recovery is better than severe
PTSD, after receiving treatment. But with
significant ongoing disability. However, there is £23,150 to

likely to be a significant level of ongoing disability. £59,860

The sufferer will have largely recovered from PTSD. £8,180 to
With any ongoing symptoms not causing disability. £23,150

The sufferer will have almost fully recovered from
PTSD within two years. With only minor symptoms £3,950 to

persisting. £8,180
The sufferer will face a severe negative impact on

their work, school, and home lives. The prognosis

for recovery is poor. Extensive treatment may be

required, and the victim could be vulnerable to £54,830 to
future mental health problems. £115,730

Mental health problems will have caused a

significant impact on the home, school or work life

of the sufferer. However, the prognosis for

recovery is better than in the severe bracket. Yet

there may be an increased risk of mental health

issues in the future, and extensive treatment may £19,070 to

be required. £54,830



The sufferer may have had their work, school or
home life and ability to function impacted.
However, their condition would have improved
somewhat, with a good prognosis for recovery. But

Psychol extensive treatment may still be required.
ogical Moderat Additionally, the sufferer may be prone to further £5,860 to
injury e mental health problems in the future. £19,070

Compensation received by the sufferer is
Psychol dependent on a) the length of time they suffered
ogical Less for, and b) how badly sleep patterns and daily life £1,540 to
injury  Severe were negatively impacted. £5,860

No Win No Fee Claims For An Accidental Data Breach At Work

Have you suffered financial loss or mental harm due to your employer breaching your
data? Do you think you might have a valid claim? In many cases, it can be possible to
have data breach claims processed by a lawyer working under a No Win No Fee
agreement. You won’t be asked to pay a new claims fee. And you won’t need to pay
your lawyer a fee if the claim is not a success. A pre-agreed, legally limited success
fee will be due to your lawyer if the claim is a success.

Do you have more questions? Would you like to learn more about the process of
making a claim for a data breach? Or are you ready to learn how we can help you to
make accidental data breach at work compensation claims? Then use the information
below to get in touch.

Telephone: [REDACTED]
Email: [REDACTED]
Here are some useful web pages.

Personal Data An Employer Can Keep About An Employee

HR Data Protection And GDPR In The Workplace

How To Report A Data Breach



https://www.gov.uk/personal-data-my-employer-can-keep-about-me
https://www.cipd.co.uk/knowledge/fundamentals/emp-law/data-protection/factsheet#gref
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/

